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Safety Moment
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34% (of 284 respondents) experienced 
cyber attack within the last 12 months

- Majority Ransomware or Phishing

30% of companies did not have 
information security manager 

or department

Industry Drivers – Maritime Cyber Survey

or department

Many employees lacked cyber 

awareness training

66% had a cyber security policy

47% believed their organization’s   
biggest cyber vulnerability was its staff
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Maritime Cyber Survey
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There are Real Consequences 

Regulatory / Industry 
Best Practices

Real Consequences

• USCG
- Policy Letter
- NVIC 05-17

• Operational Disruption

• IACS Steering Committee
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• IACS Steering Committee
• BIMCO/Intertanko/OCIMF

Guidelines
• IMO 2021 Implementation
• UK Code of Practice

• Damage to Corporate 
Reputation

• TMSA3
• Rightship

• Insurability Questions

There are Real Consequences and Differentiators

Real Consequences Differentiators

Operational Disruption
• Prioritizing Cyber 

Solutions

Damage to Corporate 
• Evidence of Competency 

Insurability Questions
• Satisfaction of Bid 

Requirements



ABS Response to Industry and Regulatory Drivers

Cybersecurity 

Awareness 

Training

Cybersecurity 

Awareness 

Training
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Capability
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Management 

of Change

Management 

of Change

ABS Response to Industry and Regulatory Drivers

OT Cyber

Management 

Office

OT Cyber

Management 

Office
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Cybersecurity 

Management 

Documentation

Cybersecurity 

Management 

Documentation

Control 

System 

Documents

Control 

System 

Documents



OT Cyber Maturity Journey
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Calculable OT Cyber Risk

FCI Model

Maritime specific

Measurable

Scalable
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CYBER

Function
(Negative Consequence)

CYBER
RISK

Function
(Negative Consequence)



How It Works

ONSHORE DOCUMENTATION 
REVIEW
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ON-ASSET SURVEY



Virtual Vessel Profile
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Risk Index = Functions  x  Connections  x  IdentitiesRisk Index = Functions  x  Connections  x  Identities



Cyber – Calculable Risk Index
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CyberSafety Assessment
- We assess where your current cyber state

- We provide a GAP analysis with 
actionable insight

- We recommend an implementation plan 
to fill gaps

Leading OT Cyber Safety in Maritime

Program Standup
- We can implement the entire program for 

you
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Leading OT Cyber Safety in Maritime



Trusted Expertise
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Cyber Notation
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Our Commitment to You

OPERATIONAL EXCELLENCE

S

O

SAFETY FIRST
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A

R

AGILITY

RELIABILITY

OPERATIONAL EXCELLENCE

SAFETY FIRST

We’ve made solving industry
challenges the focal point of 
our approach on the ABS 
Advanced Solutions team.



www.eagle.org

Soar 
www.eagle.orgwww.eagle.org

Soar Above the Challenge
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