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P&I InsuranceP&I Insurance

•• Third Party LiabilityThird Party Liability

•• Types of liabilities covered expressed in Types of liabilities covered expressed in 

RulesRules
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RulesRules

•• The Unique part of P&I : created BY The Unique part of P&I : created BY 

shipowners FOR shipownersshipowners FOR shipowners



Ships Then & Now. Ships Then & Now. 
Tomorrow ?Tomorrow ?
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P&I & Cyber Threat  P&I & Cyber Threat  
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Malware GrowthMalware Growth
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Malware GrowthMalware Growth
(last 12 months)(last 12 months)
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Human Factor and MalwareHuman Factor and Malware
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Seafarer AwarenessSeafarer Awareness

•• 47% 47% of seafarers said that they had sailed on a vessel that had of seafarers said that they had sailed on a vessel that had 

been the target of a cyberbeen the target of a cyber--attack.attack.

•• Only Only 15%15% of seafarers had received any form of cyber security of seafarers had received any form of cyber security 

training. The majority of training currently provided to seafarers is training. The majority of training currently provided to seafarers is 

by crewing and manning agencies before the seafarer leaves on by crewing and manning agencies before the seafarer leaves on 

his/her next contract.his/her next contract.
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Seafarer AwarenessSeafarer Awareness

•• Only Only 33%33% of seafarers said the company they last worked for had a of seafarers said the company they last worked for had a 

policy to regularly change passwords on board.policy to regularly change passwords on board.

•• Only Only 18%18% of seafarers said the company they last worked for had a of seafarers said the company they last worked for had a 

policy to change default equipment passwords on board.policy to change default equipment passwords on board.
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•• Only Only 20%20% cited cyber security training.cited cyber security training.



Mitigating & Preventing Mitigating & Preventing 

•• Building awareness through training and Building awareness through training and 

educationeducation

•• American P&I club: internal cyber American P&I club: internal cyber 
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•• American P&I club: internal cyber American P&I club: internal cyber 

security training and certification for ALL security training and certification for ALL 

staff staff 
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•• Awareness training part of your Awareness training part of your 

operational cultureoperational culture
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•• Learn how to spot Learn how to spot RED FLAGSRED FLAGS



How does P&I insurance respond to How does P&I insurance respond to 

cyber attack losses?cyber attack losses?
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Scenario 1Scenario 1

•• Unauthorized access into an agent’s email system Unauthorized access into an agent’s email system 

•• Impersonation of the agentImpersonation of the agent

•• Funds directed to impersonator’s bank accountFunds directed to impersonator’s bank account

•• Fraud Fraud 

•• Own economic loss falls outside standard P&I coverOwn economic loss falls outside standard P&I cover

•• FD&DFD&D
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•• FD&DFD&D

•• Learn to spot the Learn to spot the red flagsred flags



Scenario 2 (a)Scenario 2 (a)

•• Malware is installed by seafarers’ mistake Malware is installed by seafarers’ mistake 

(e.g. infected USB stick) interferes with (e.g. infected USB stick) interferes with 

its navigation systems and leads to its navigation systems and leads to 

collision, injury, death etc.collision, injury, death etc.
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collision, injury, death etc.collision, injury, death etc.

•• P&I would respond in the normal courseP&I would respond in the normal course

•• Training & policies = lead to Training & policies = lead to preventionprevention



Scenario 2 (b)Scenario 2 (b)

•• Compromised monitoring system (known terrorist Compromised monitoring system (known terrorist 

acknowledges responsibility)acknowledges responsibility)

•• Falls into war & terrorism exclusionFalls into war & terrorism exclusion

•• Training and policies mitigate riskTraining and policies mitigate risk
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Scenario 3Scenario 3

•• A virus is planted by seafarers’ mistake A virus is planted by seafarers’ mistake 

and causes engine malfunction.and causes engine malfunction.

•• Delay costsDelay costs

•• Outside of standard P&I cover Outside of standard P&I cover 
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Guidelines and InitiativesGuidelines and Initiatives

•• IMO IMO 

•• USCGUSCG

•• BIMCOBIMCO

1818

•• BIMCOBIMCO

•• ICS AlertsICS Alerts

•• ICS AdvisorsICS Advisors

•• ICSICS--CERT Monitor NewsletterCERT Monitor Newsletter

•• Visit: https://www.usVisit: https://www.us--cert.gov/securitycert.gov/security--publicationspublications



American P&I ClubAmerican P&I Club

• Promoted by The American P & I Club to Members, with 

reminders of recommended measures

• Member Alert- American Club Cyber Security Guidance 

issued 2/2016: 

http://www.american-club.com/files/files/MA_020216_Cyber_Security_Guidance_for_Shipping.pdf
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Cyber Risk & InsuranceCyber Risk & Insurance

•• Evaluate your operations Evaluate your operations –– your insurance needsyour insurance needs

•• Refer to industry & regulatory guidelinesRefer to industry & regulatory guidelines

•• No cyber exclusions for P&I but it does not cover every No cyber exclusions for P&I but it does not cover every 

consequence of every scenarioconsequence of every scenario

•• Consult experts Consult experts –– fill your insurance gapsfill your insurance gaps

2020

•• Consult experts Consult experts –– fill your insurance gapsfill your insurance gaps

•• Training and education will promote a stronger cyber Training and education will promote a stronger cyber 

cultureculture



Questions?Questions?Questions?Questions?



Thank you!Thank you!Thank you!Thank you!
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